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Copyright 
 
 
Copyright © Arinda Holdings Pty Limited 2010.  
 
This document is issued by Arinda Holdings Pty Limited in confidence and must not to be reproduced in whole or in 
part without the prior written permission of Arinda Holdings Pty Limited.  Arinda logos and Surf Easy logos are 
registered trademarks. Other product and company names mentioned herein may be the trademarks of their 
respective owners. 
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Introduction 
 
Congratulations on your purchase of our Surf Easy Internet Café software.   
 
You have made an investment in the future of your internet café business, and it is important that you now take 
the time to ensure you correctly setup and configure all aspects of your computers so that they are ready for use by 
your customers. 
 
 

More than just Surf Easy.... 
 
These installation instructions are quite detailed, and cover far more than the mere installation of our Surf Easy 
software.  Instead, these instructions are designed to maximize the security and performance of your terminals.  
Most steps are optional, but we highly recommend completing all the processes.   
 

Time invested now perfecting your installation will ensure less support 
issues and happier customers into the future. 
 
 

Installation Overview 
 
There are 7 main steps to deploying your internet cafe terminals: 
 

1. Getting your computer ready 
2. Installing Surf Easy 
3. Installing & configuring third-party applications and user programs 
4. Configuration of Surf Easy 
5. Testing 
6. Imaging / cloning to the rest of your machines 
7. Enabling Windows Steady State Disk Protection 

 
 

Contact Us 
 
Please note that if you require assistance with the installation then you should really purchase an Installation 
Service and have the setup completed for you by one of our experienced technicians.  Nonetheless, general setup 
assistance can be provided on email to support@arinda.com.au.  
 

mailto:support@arinda.com.au
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Are you qualified? 
 
It is much easier to run an internet cafe than it is to set one up. 
 
Setting up an internet cafe user terminal involves much more than just installing our Surf Easy software. 
 
Because your internet terminals will be used by the public, you have to consider things like: PC security, software 
security, content filtering, user privacy, protection of user data, customer satisfaction, support issues, and more. 
 
For these reasons, preparing an internet cafe terminal involves highly technical aspects, such as: 
ü installing Windows from scratch 
ü configuring the BIOS 
ü partitioning hard drives 
ü changing advanced network settings 
ü changing DNS servers 
ü configuring modems and routers 
ü statically reserving the IP address of your printer and pay-stations 
ü customising Windows 
ü installing printers, coin acceptors, webcams, and other new hardware 
ü tweaking settings in Control Panel 
ü installing and configuring user applications 
ü making changes to the registry 
ü imaging and cloning the hard drive 

 
These instructions assume that you already know how to complete most of these steps, and therefore we do not 
have step by step procedures for these tasks.  So to be able to properly setup your internet cafe terminal you will 
need a high level of experience performing all the tasks listed above. 
 
If you do not already know how to do all those things listed above then you are probably not suitably qualified to 
setup an internet cafe terminal on your own, and you should seek professional assistance.   
 
¢ƘŀǘΩǎ ǿƘȅ ǿŜ ŀǊŜ ƘŜǊŜ ǘƻ ƘŜƭǇΦ 
 
 

Installation Services ς let us do the work for you 
 
Arinda offers a variety installation services to help you setup your internet café terminals.  By outsourcing your 
installation you get the advantage of our years of experience in deploying user terminals.  These services range 
from a DIY Check, through to in-house and remote installation, and even disk image creation.  See the Arinda 
website for more information, then simply call or email Arinda to take advantage of these installation services. 
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Plan your installation 
 
Before diving straight into the installation you should take some time to plan your deployment.  This means 
thinking about what your users want, and what special features you can deliver. 
 
 

Schedule your installation 
 
Schedule your installation to ensure you have enough time to complete the process, and to maximise the 
availability of support should you become stuck. 
 
It is best to install your Surf Easy products during standard business hours early in the week.  You should not plan 
installation work or on-site work for a Friday, weekend, or public holiday, because you will have limited support 
available to you should you need it.  The Arinda after-hours support services are not designed to provide 
installation assistance, and therefore it is imperative that you only perform installation work during standard 
business hours. 
 
Similarly, you should avoid making any changes to your site or equipment on weekends or public holidays.  System 
modifications and installations should always be conducted during standard business hours, and you should avoid 
making any significant changes in the lead-up to public holidays or school holiday periods. 
 
 

Understand the power of Surf Easy 
 
Surf Easy provides the user with much more than just internet access.  Surf Easy provides users with direct access 
to the Windows desktop ς a system that they are already familiar with, which they can use to do as much as they 
like, while also protecting personal information and minimising ongoing system maintenance. 
 
Unlike our competitors, who choose to of replace Windows with their own cumbersome appΣ ǿŜΩǾŜ ōǳƛƭǘ {ǳǊŦ 9ŀǎȅ 
to work on top of Windows.  By working with Windows, Surf Easy gives you the power to install any programs you 
would like for your customers to use. 
 
That is why it is so important to set your computer up correctly.  By putting the right programs on the PC now, you 
can save your customers having to download them, and you can keep your customers longer ς meaning they are 
spending more. 
 
 

Change your philosophy 
 
Many internet cafe operators are so worried about security that their main focus is on locking their terminals by 
disabling features and removing programs.  We are the opposite.  Surf Easy and Windows Steady State takes care of 
all the security, freeing you to install whatever you want your users to access. 
 
 
 

Focus on improving the customer experience. Attract more customers, 
and keep them longer, by installing more programs and features for 
them to use.  The more a user can do, the longer they will stay, and 
the more they will spend.  There really is no limit! 
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Things to think about 
 
Here is a list of just some of what you can offer your customers through Surf Easy.  Think about the features you 
want to offer your users before you start your installation process. 
 
ü choice of web browsers ς Internet Explorer, Firefox, Google Chrome, Safari, Opera, and more 
ü chat and instant messaging applications ς Live Messenger, Skype, ICQ, Yahoo Messenger, MySpace IM 
ü music and movie players ς Windows Media, iTunes, QuickTime, RealPlayer 
ü office and desktop publishing ς Microsoft Office, Adobe Reader, Excel, Word, PowerPoint 
ü popular apps like Google Earth and shortcuts to websites like YouTube, Facebook, MySpace, Ebay 
ü colour scanning 
ü headphones with microphone 
ü SMS, faxing, VoIP, TV tuner cards 
ü LAN parties and online gaming 
ü printing with automatic print billing 
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Stage 1:  Get your computer ready 
 
 
Before you install Surf Easy, you should take a moment to get your computer ready for the installation.  We advise 
you to take the following steps to ensure your PC is ready to operate as a secure public access terminal with peak 
performance and reliability. 
 
 

1. Check your PC meets the minimum system requirements 
 
Before proceeding any further, take a moment to review the Surf Easy System Requirements to ensure that you 
have all the required hardware, and that your equipment is compatible with the Surf Easy software.  The system 
requirements can be downloaded from http://www.arinda.com.au/docs/sysreq.pdf 
 
In basic terms, please ensure your PC is at least a Pentium 4, with 512MB RAM.  Please do not use Celeron or 
Athlon processors, as those machines will simply be too slow to satisfy your users.   
 

To give your customers a better user experience we highly recommend you have at least 1GB of RAM, 
preferably 2GB.  Do not short change your customers ς use a fast PC and keep your customers happy. 
 

 

2. Create disk partitions 
 
We highly recommend you create disk partitions on your primary hard drive so as to segregate the user documents 
space from the database files and program files.  This allows for the most secure configuration of your system 
because it allows you to use Windows Steady State Disk Protection.  It also improves security by completely 
isolating the user file area from the operating system and database files.   
 

Windows Steady State Disk Protection is so important that we almost say it is mandatory.  You therefore 
really must partition your hard drives so that the PC is compatible with Steady State protection. 
 

You can create a new disk partition either by re-installing Windows and following the prompts in setup, or by using 
an application such as Acronis Disk Director. 
 
The following is the recommended disk partition configuration: 
 

Position 
on drive 

Drive 
Letter 

Volume 
Label 

Min 
Size 

Purpose 

1 C: OS 20GB Holds the Windows Operating System, program files, applications, 
etc.  This partitioned will be locked from user access to prevent 
users from altering important files.  This partition is reset on every 
reboot by the Disk Protection feature in Windows Steady State. 

2 S: Secure 500MB Holds the SQL Server database files, backup config files, etc.  If you 
make it big enough it can also store ghost/recovery images of your 
machine so that you can quickly repair your terminal should it ever 
become unstable. 

3 U: Users 500MB User space which will be mapped as the My Documents path.  
Users can download to this space without risking the application 
files on the C: partition. 

 
Avoid having more than 3 partitions on your hard drive, otherwise Disk Protection may not enable.  Also 
avoid having any un-partitioned space or disaster recovery partitions. 
 

 

http://www.arinda.com.au/docs/sysreq.pdf
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3. Check the BIOS settings 
 
The BIOS is the software built into the motherboard which allows the various computer parts to talk to one 
another, and which runs the PC while it is booting up.  BIOS stands for Basic Input/Output System.  The BIOS runs at 
start-up, when it configures devices and then boots the operating system.  The function of the BIOS is so vital that 
the BIOS information is stored on a ROM chip separate from the hard drive to protect it from potential crashes. 
 
3.1 Enter your BIOS setup area by pressing the appropriate key on boot-up.  For most PCs this is F2, Del, or F12. 

 
3.2 Change/set a password to prevent users from accessing the BIOS.   

 
3.3 Change the boot sequence to ensure that the system always boots off the C: drive even if the user inserts a 

USB stick or bootable CD. 
 

3.4 If possible, password protect your boot menu to prevent users from booting off another device. 
 

3.5 Set the PC to turn back on after a power failure.  This ensures the PC restarts in the event that the power is 
turned off or there is a blackout. 

 
3.6 Set the PC to automatically turn-on each day at a set time in the morning.  This is so that if a PC is ever 

accidentally shutdown it will at least turn back on at a set time the next day. 
 

3.7 LŦ ǇƻǎǎƛōƭŜΣ ŜƴŀōƭŜ άǿŀƪŜ ƻƴ [!bέ όŀΦƪΦŀ WOL) to enable remotely turning the PC on via LogMeIn. 
 

3.8 If possible, it is also a good idea to set a key (such as the spacebar) to turn the PC on if it is turned off.  If ever 
a PC is off you can tell the user to press this key to force it to restart. 

 
If you site is not staffed then we highly recommend you install a digital timer switch on your power point 
to turn your entire system off (including your monitor and printers etc) for a scheduled period each day.  
This saves electricity, and also allows your systems to completely reset and rest. 

 
 

4. Install Windows 
 
Install a fresh copy of Windows on your PC.  Even if you already have Windows running on a PC you should still 
wipe the old version completely and reinstall Windows fresh.  This prevents any conflicts or performance issues 
caused by old copies of files or unnecessary files located on the disk. 
 
The easiest way to install Windows is by booting from the Windows CD.  If possible try and use an install CD that 
includes the latest service pack, as this will save time by avoiding many Windows updates. 
 
When you install Windows install it to the C: drive partition. 
 
Set all regional and language settings to your particular country, and install multiple language support. 
 

If you have a lot of users of one particular foreign nationality then you may want to setup one user 
terminal with that particular language and regional settings. 
 

You should also create an administrator user account with the name of your particular internet kiosk site or an 
abbreviated version of the name of your business. 
 
When installation is complete you should run Windows and complete the registration. 
 
You should also copy the I386 folder from the Windows XP CD to the C:\  drive.  This is so that if you install new 
features or components in the future you will not require the Windows CD again. 
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5. Establish your internet connection 
 
Connect the computer to the internet.  At the same time you should check your computer name and workgroup 
name and consider changing them to something representing the site.   
 
If you are using a wireless connection then make sure you set Windows to manage the wireless connection, as 
other drivers and components may not automatically load when Windows first starts, and may give users too much 
access to configuration controls. 
 
Now is a good time to test the speed of your internet connection as well.  We recommend using speedtest.net 
 
 

6. Install any printers 
 
We highly recommend using a printer in your internet café.   
 
A USB printer can only be used on a single internet terminal.   
 
Automatic print billing is not compatible with a local printer shared through the Windows network.  So if you are 
sharing a printer between multiple terminals then the printer must be a true network printer, with its own local IP 
address, and you must reserve the IP address in your router or modem to ensure that the IP address remains 
constant / static. 
 
After the printer is installed you must go into the printer properties and click on the Advanced Tab and set the 
ǇǊƛƴǘŜǊ ǘƻ ά{ǘŀǊǘ ǇǊƛƴǘƛƴƎ ŀŦǘŜǊ ƭŀǎǘ ǇŀƎŜ ƛǎ ǎǇƻƻƭŜŘέΦ  ¢Ƙƛǎ ŜƴǎǳǊŜǎ ǘƘŀǘ ǘƘŜ ǇǊƛƴǘ ōƛƭƭƛƴƎ ǿƻǊƪǎ ŎƻǊǊŜŎǘƭȅ ǿƘŜƴ 
calculating the printing charges. 
 

  
 
 

7. Install any coin or note validators 
 
If you are installing the USB version (also known as the TL-USB device) then simply connect the USB cable and the 
power cable and Windows should automatically detect the new hardware.  The TL driver is located on the Surf Easy 
installation CD / USB drive under Drivers, and can also be found in c:\Program Files\Surf Easy\Drivers.  You can also 
download the driver from the Arinda website. 
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If you are using the older PCI version then you will need a spare serial com port, and you do 
not need to install any drivers.  But if your PC does not have an inbuilt COM port then we 
recommend using a Sunix 4027T or 4027A serial PCI card such as the one pictured here.  The 
latest drivers for the Sunix card can be downloaded from www.sunix.com.tw 
 
 

8. Install any other hardware devices 
 
Install any other hardware devices such as: 

× multi-card readers 
× webcam 
× scanner 
× TV tuner 
× CD/DVD burners 
× audio devices and sound cards 
× video card 
× touch screens or monitor drivers 

 
To install these devices simply follow the ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ƛƴǎǘŀƭƭŀǘƛƻƴ ƛƴǎǘǊǳŎǘƛƻƴǎΦ  Lǘ ƛǎ ƘƛƎƘƭȅ ǊŜŎƻƳƳŜƴŘŜŘ ǘƘŀǘ 
ȅƻǳ Ǿƛǎƛǘ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ǿŜōǎƛǘŜ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ ǊŜƭŜǾŀƴǘ ŘǊƛǾŜǊǎΦ 
 
As a final check you should open Control Panel, click on the System shortcut, and open Device Manager to check 
that all detected hardware is installed and running correctly.  There may be inbuilt hardware devices that still need 
drivers installed. 
 
 

9. Adjust display settings 
 
Check that your PC has the optimal resolution for your video card / monitor combination. 
 
If your monitor driver has HotKeys that allow users to change the rotation of the screen or resolution by pressing 
certain key-strokes then you should disable this feature.  This can be done from Control Panel, or often from an 
ƛŎƻƴ ƛƴ ȅƻǳǊ ǎȅǎǘŜƳ ǘǊŀȅΣ ŀŘƧŀŎŜƴǘ ǘƻ ǘƘŜ ŎƭƻŎƪΦ  ! ŎƻƳƳƻƴ ƛŎƻƴ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǘǊŀȅ ƛǎ άLƴǘŜƭ DǊŀǇƘƛŎǎέ ς right click on 
this icon and select Graphic Options > Hotkeys and Disable.  This prevents users from rotating the video display on 
the monitor. 
 
 

10. Adjust volume 
 
Adjust the audio volume and microphone volume.  If you have headphones on the user terminal then set these 
audio levels to maximum, because the user can adjust separately using the volume control on the headphones. 
 
 

11. Adjust Windows settings 
 
Open Windows Control Panel and adjust your Windows settings as desired. 
 
Open the Date and Time settings and ensure that you have set the correct time, date and time zone. 
 
Open the Regional and Language settings.  You should set the language and region to your particular location.  You 
should also install all optional and supplemental language packs and Code Page Conversion Tables.  You may want 
to add multiple language support and enable the language bar. 
 
At the same time you may also want to change the icon for the user account, and also change the user account 
name to indicate the name of the site and the number of this particular terminal. 
 

http://www.sunix.com.tw/
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You may want to disable the Error Reporting option on the Advanced tab of the My Computer Properties screen, 
although this is not essential. 
 
You may want to disable the Memory Dump file creation on Properties page of My 
Computer icon => Advanced Tab - set Write Debugging Information to None, but again, this 
is not essential. 
 
We also highly recommend you disable all Power Options so that the system, monitor and 
hard drive are always on, and you should disable the screen saver (Surf Easy can be set to 
change the screen picture on a regular basis). 
 
 

12. Set the Virtual Memory to System Managed Size 
 
This is important if you intend to use Windows Steady State Disk Protection. 
 
12.1 Open Control Panel  

 
12.2 Click on the System properties icon 

 
12.3 Click on the Advanced tab 

 
12.4 Click on the Settings button in the Performance frame. A window will open called Performance Options. 

 
12.5 Click on the Advanced tab 

 
12.6 Click on the Change button towards the bottom of the screen.  A new window will open called Virtual 

Memory.   
 

12.7 Click on the C: drive and choose the option for System managed size, and click the Set button.   
 

12.8 Click OK to close all these windows. 
 

       
 

 

13. Disable the user account control 
 
If you are using Windows Vista or Windows 7 then you should disable the Windows User Account Control. 
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14. Enable password protection for Windows Safe Mode 
 
Blocking user access to many parts of the Windows Operating System is essential to ensure a secure and efficient 
internet cafe terminal. 
 
One known security-vulnerability that is often overlooked by amateur operators is Windows Safe Mode.  Using in-
ōǳƛƭǘ ²ƛƴŘƻǿǎ ŦŜŀǘǳǊŜǎΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ōƻƻǘ ǘƘŜ ŎƻƳǇǳǘŜǊ ƛƴǘƻ ²ƛƴŘƻǿǎ ά{ŀŦŜ-ModeέΦ   
 
To prevent access to Windows Safe Mode, the following steps must be taken: 
 
14.1 Restart the computer. 

 
14.2 Press F8 until the Advanced Boot Options screen appears.  
 
14.3 Select the Safe Mode option using the up and down arrow keys, then press the ENTER key. Choose 

"Windows XP Home/Professional", depending on the version of the operating system. Press ENTER. Shortly, 
the welcome screen should appear.  

 
14.4 Log in as "Administrator". 

 
14.5 If prompted, click Yes to not use System Restore Mode. 
 
14.6 Click the Start button. Choose Run and type in "control userpasswords" (without the quotes). Click OK. 
 
14.7 Select the "Administrator" user. 

 
14.8 Click Change my password. Enter a new password in the corresponding text boxes. Click OK. Write this 

password down and store it in a secure place. We do not recommend that a password hint be used. 
 

14.9 Close the User Accounts window and restart Windows. 
 

14.10 Then if you try to start the computer in Safe Mode with the Administrator account you will be prompted for 
a password.  And if you select the other user account then Surf Easy will run (but not very well, as it is only in 
Safe Mode). 

 
 

15. Install all Microsoft Updates 
 
We highly recommend you install all Microsoft Updates, not just the Windows Updates.  You will almost always 
have to repeat this step several times, rebooting the PC in between. 
 
You must turn off automatic updates.  Automatic updates can irritate users and slow their internet session, plus if 
you have Windows Steady State Disk Protection then the updates can repeat after every reboot, massively 
increasing your download usage.  So you must disable the automatic updates in Control Panel. 
 
 

16. Disable security notifications 
 
You should disable security notifications in the Windows Security Centre in order to avoid being nagged by popup 
messages telling you that your computer might be at risk because Windows updates have been disabled.  To do 
this, open Control Panel, then open the Security Centre.  Click on the link for ά/ƘŀƴƎŜ ǘƘŜ ǿŀȅ {ŜŎǳǊƛǘȅ /ŜƴǘŜǊ 
ŀƭŜǊǘǎ ƳŜέ.  Then if you are using Windows XP you can disable the alert settings for the Firewall, AntiVirus and 
!ǳǘƻƳŀǘƛŎ ¦ǇŘŀǘŜǎΦ  LŦ ȅƻǳ ŀǊŜ ǳǎƛƴƎ ±ƛǎǘŀ ƻǊ ²ƛƴŘƻǿǎ т ȅƻǳ Ŏŀƴ ǎƛƳǇƭȅ ŎƘƻƻǎŜ ά5ƻƴΩǘ ƴƻǘƛŦȅ ƳŜ ŀƴŘ ŘƻƴΩǘ ŘƛǎǇƭŀȅ 
ǘƘŜ ƛŎƻƴέΦ 
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Stage 2: Install Surf Easy Software 
 
Now you are ready to install Surf Easy.  To complete the installation you will need an install CD, install USB stick, or 
have downloaded the ZIP file from the Arinda website. 
 

If you use McAfee anti-virus software then before you commence installation of Surf Easy you should 
disable or uninstall McAfee.  McAfee blocks many of the advanced security features contained in Surf 
Easy, and can actually stop Surf Easy from running or installing. 

 
When you are ready to proceed, reboot your PC and then simply insert the Surf 
Easy installation CD into your CD drive or the USB drive into a spare USB port. 
You should see a screen appear similar to the one shown here. 

 
/ƭƛŎƪ ƻƴ άLƴǎǘŀƭƭ {ǳǊŦ 9ŀǎȅέΦ  ¸ƻǳ ǿƛƭƭ ǘƘŜƴ ōŜ ǇǊŜǎŜƴǘŜŘ ǿƛǘƘ ŀ ǎŜǊƛŜǎ ƻŦ ǇǊƻƳǇǘǎ 
and screens.  Make sure you take the time to read each screen carefully, and 
follow the prompts. 
 
When the installation is complete the setup program will reboot the computer. 
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Stage 3: Install user apps 
 
Now it is time to install any software you want users to be able to access.  The more programs you install for users 
means the more users can do on your terminals, which translates into attracting more customers to your internet 
cafe, and encourages them to buy more time on your terminals. 
 
 

1. Install anti-virus software 
 
Before you start downloading and installing any other software, it is highly recommended you now install your 
antivirus software.  Surf Easy has been designed to be compatible with ESET NOD32.  We highly recommend you 
use ESET NOD32.  Arinda is an ESET reseller and can supply NOD32 licences. 
 
After you have installed your AntiVirus software you should update it.  Once it is updated you must disable any 
automatic or scheduled updates. 
 
You should also disable any scheduled anti-virus scans or test runs so that the users do not experience any 
reduction in system performance.  
 
 

2. Install user applications 
 
Surf Easy allows you to install almost any other user application or program you prefer.  This allows you to offer 
your customers more features and activities to do. 
 
We include the most commonly used programs as part of the extras pack on the setup disk/download.  To install all 
the applications simply run the file called extraspack.exe.  This setup program will step you through the installation 
of each program.  Alternatively we have a list of recommended user applications on our website with links to 
download them.  To view the download page simply go to: http://www.arinda.com.au/downloads.asp 
 
The most common applications you should consider include: 
  

 7zip RAR 
 Adobe Acrobat Reader 
 Adobe AIR 
 Adobe Flash Player 
 Adobe Media Player 
 Adobe Shockwave Player 
 AIM Tunes 
 AOL AIM 
 Apple QuickTime 
 AntiVirus software (ESET NOD32) 
 FileZilla FTP 
 Flickr Uploadr 
 Flock 
 Games 
 Google Chrome 
 Google Earth 
 Google Talk 
 ICQ 
 iTunes 
 Java 
 Live Meeting 
 Microsoft DivX controls 

 Microsoft Live Meeting 
 Miro Media Player 
 Mozilla Firefox 
 MSN/Live Messenger 
 MS Office or OpenOffice 
 MySpace IM 
 Opera 
 Paint.NET 
 Primo PDF 
 Poker Party 
 Puzzle Pirates 
 QQ Games 
 QuickTime Player 
 RealPlayer 
 Safari 
 Skype 
 Trillian 
 TomTom GPS software 
 VLC Media Player 
 Windows Live Messenger 
 World Wide Telescope 
 Yahoo Messenger 

 

http://www.arinda.com.au/downloads.asp
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3. Configure the user applications 
 
You should open each program and make sure they are ready for the user, and configured for security.  
 
Specifically, for each program you should open it and do the following: 
 
ü Complete any product registration or licensing windows 

 
ü Disable any tooltip boxes or dialog message pop-ups that open when the program starts 

 
ü Map any user file paths to the U: partition 

 
ü Disable any auto-sync features, such as in iTunes 

 
ü Turn off automatic updates  

 
 

4. Configure the internet browsers 
 
You should open each internet browser and set the following options in each: 
 
ü disabled Automatic Crash Recovery in the Advanced tab of Internet Options in Control Panel 

 
ü set the default home page to your preferred home page URL.   

we recommend using: http://www.arinda.com.au/weblinks/ 
 

ü disable the browser notifications and messages that appear when closing multiple tabs 
 

ü turn off any password recording or memory 
 
ü turn off browser history 

 
ü turn off auto complete, credential recording, form suggestions and form field history features 

 
ü set the browser to clear all private data on exit 

 
ü set the cookies to be cleared when the program closes 

 
ü set the download directory to be the Windows desktop (helps users find their downloads) 

 
ü turn off automatic updates (this is very important) 

 
ü disable pop-up blocker (helps users who are unfamiliar with surfing the internet) 

 
ü set to prompt each time for a download location (helps users find their files) 

 
ü disable any unnecessary toolbars or other components that were installed by the third-party extras pack 

 
Open Internet Options in Control panel and change the Email application to be Hotmail.  This will prevent users 
from opening Outlook or Outlook Express. 
 
 

5. Consider installing internet content filtering 
 
You may wish to use internet content filtering to prevent users from accessing certain categories of material on the 
internet.  We highly recommend you use OpenDNS.com as your internet content filtering solution.  First set your 

http://www.arinda.com.au/weblinks/
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DNS settings in your modem to use the OpenDNS name servers (208.67.222.222 and 208.67.220.220) then simply 
go to http://www.opendns.com and complete the steps to open a new account and add your network.  Then 
configure your profile to block the categories of web content that you do not want users to be able to access. 
 
 

6. Install LogMeIn Remote Access Software 
 
We highly recommend you install LogMeIn Free or LogMeIn IT Reach remote access & management software.  
Arinda can create an account for you with LogMeIn, and you can use these account details to install LogMeIn on 
your terminals.  When LogMeIn is installed you can take control of your terminal over the internet from anywhere 
in the world.  Plus our Support Team at Arinda can also take remote control to assist you if required. 
 
There are separate instructions on the Arinda website for installing LogMeIn. 
 
After you install LogMeIn you should double click the LogMeIn system tray icon and open the Preferences area and 
disable automatic updates, and also set it to automatically send error reports. 
 
After you install LogMeIn you should log into logmein.com and make sure you can take remote control of your PC.  
This is to verify your user name and password are correct, and that the LogMeIn software is not being blocked by a 
firewall or network device.  You should also change the preferences for in LogMein under Preferences > Remote 
Control to show the desktop wallpaper, and in Preferences > Network preferences to disable automatic updates. 
 
 

7. Change your Windows desktop wallpaper 
 
The Windows desktop background will be visible to users when they are in a user session.  Therefore you should set 
ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ǇƛŎǘǳǊŜ όŀƭǎƻ ƪƴƻǿƴ ŀǎ ΨǿŀƭƭǇŀǇŜǊΩύ ǘo something promoting your business, or something with 
instructions on using the internet terminal.  To do this, open Control Panel, open the Display properties, click on the 
Desktop tab, and then browse for your chosen picture file.   
 
If you want to create your own background image then you should create a JPG image with the same size as your 
screen resolution (you can look this up in Display Settings in Control Panel).  The picture resolution needs to only be 
about 74 dpi. 
 
Several desktop backgrounds are included for free with Surf Easy ς you can find these in:  

c:\program files\surf easy\ images\  
 
Here are some sample desktop wallpaper images: 
 

 
 
 
Do not bother arranging your desktop shortcut icons now.  Wait until after Surf Easy has been installed. 
 
 

8. Stop programs from automatically running when Windows starts 
 
Lƴ ǘƘŜ {ǳǊŦ 9ŀǎȅ ǇǊƻƎǊŀƳ ŦƛƭŜǎ ŦƻƭŘŜǊ ȅƻǳ ǎƘƻǳƭŘ ǎŜŜ ŀ ǊŜƎƛǎǘǊȅ ǎŎǊƛǇǘ ŦƛƭŜ ŎŀƭƭŜŘ άǊŜƳƻǾŜψǎǘŀǊǘǳǇǎΦǊŜƎέΦ  ¢ƘŜ ǎŀƳŜ 
file is also located on the extras CD or Surf Easy install CD in the extras folder.  Simply run this file and it will make 

http://www.opendns.com/
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changes to your Windows Registry to prevent common user applications from automatically running when 
Windows loads. 
 
To manually remove programs from the auto-start, simply click on the Start menu and choose Run and enter 
άƳǎŎƻƴŦƛƎέΦ  Lƴ ǘƘŜ ƳǎŎƻƴŦƛƎ ǿƛƴŘƻǿ ȅƻǳ ǎƘƻǳƭŘ ǊŜƳƻǾŜ ǳƴƴŜŎŜǎǎŀǊȅ ǎǘŀǊǘǳǇ ǇǊƻƎǊŀƳǎ ŀƴŘ ǎŜǊǾƛŎŜǎΦ  CƻǊ ŜȄŀƳǇƭŜΣ 
you should un-tick programs such as Skype, MSN, Reader_sl, qttask, ICQ, etc to stop them from auto-starting when 
Windows loads.  
 

 
 

Then reboot your computer and turn off the message regarding the System Configuration Utility as shown below: 

 
 

9. Disable all automatic updates 
 
It is very important that you disable all automatic software updates.  We highly recommend that software updates 
for Windows and third-party programs are manually downloaded and installed every month or two. 
 
Users will become annoyed if they see updates running during their session, as it will reduce their internet speed 
and generally distract the user.   
 
More importantly, automatic updates can increase your download usage significantly.  If you use Windows Steady 
State Disk Protection or Deep Freeze then the updates will mostly likely download automatically after every reboot.  
This is because the reboot would remove the update, so when the PC restarts the software needs to be updated 
again, and this would repeat on every reboot until the updates are permanently applied with Disk Protection or 
Steady State.  So this would quickly add to your download usage.  For example, if you have 8 terminals that reboot 
every hour, then that is 192 reboots in total per day.  If there is a 10MB automatic update that is downloaded by 
each PC every reboot, then that is around 1.9GB of extra downloads per day. 
 
To disable automatic updates you should open the options/configuration area of every program installed on the PC.  
It is important you look at all programs installed on the PC, but the main programs that often have the most 
updates are: Google Updates (e.g. Google Earth), iTunes (i.e. Apple Updates), LogMeIn, AntiVirus, RealPlayer, 
Windows Updates, OpenOffice, and your web browsers. 
 
There are several locations where automatic updates can be set.  Here is where you should look: 
 
ü Open the Options section of each program installed on the PC.  Often the automatic updates feature can 

be disabled from the options/configuration screens in each program. 
 

ü Open Control Panel and open the Java icon and disable automatic updates. 
 

ü Open Control Panel and then open the QuickTime icon and disable automatic updates. 
 


